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Are we better off now than before Section 230? If not repeal it. 

 

By Scott Cleland   

Are America, Americans, and minors better off now than before Section 230 of the 1996 

Communications Decency Act? In today’s trying times, it’s a fair and necessary question to ask.  

In 1996, Section 230 made it U.S. policy that the Internet and its services be “unfettered by Federal 

and State regulation” and made it law that Internet services (like Big-Tech and social media today), 

have immunity from civil liability for how they intermediate others’ interactions online.  

Reason and evidence will reveal whether Section 230 has made us better or worse off. 

The Case For Better Off Now.  

U.S. Internet policy/law succeeded at accelerating Internet adoption and buildout of broadband 

infrastructure. Now in America, everyone everywhere can conduct everything over the Internet. It 

makes most things and tasks in life, work, and play, more convenient, efficient, and lower cost.  

We now can communicate and stay connected with more people in more ways, more efficiently 

and economically than ever before. Everyone now has immediate and exceptional access to much 

of the world’s information, improving research, learning, education, science, and innovation. We 

also can enjoy the greatest variety of entertainment ever.  

Ecommerce, transactions, payments, donations, online services, delivery, hiring, job searching, 

travel, remote learning/work, and more, now are more convenient, efficient, and lower cost. The 

Internet also has yielded many transformative innovations.  

The Case Against Better Off Now.    

Today, the Internet and its unaccountability policy is an ongoing 1996 utopian, experiment of 

minimal accountability online. This ‘Wild West’ Internet policy approves anarchism in 

abandoning the Constitution, rights, rule-of-law, and duty-of-care online. It approves amoralism 

also in not legislating, administrating, or adjudicating right vs. wrong, or legal vs. illegal, online.  

For twenty-seven years, five administrations, fourteen congresses, and seventeen Supreme Court 

Justices, together, have neglected to: protect Americans and minors from online crimes and harms; 

provide normal policy oversight; or update outdated Internet policy, as other major nations have.   

America, Americans, and minors are much less secure, safe, and protected than before. 

In 1996, U.S. Internet policy surrendered America’s sovereignty and government authority online. 

Since then, this reckless policy of absolutist free flow of data into the U.S. has continuously and 

unwittingly aided and abetted the attacks of our top adversaries China, Russia, and cybercriminals, 

with impunity. As a result, at will, China has stolen countless U.S. national security and trade 

secrets. And Russia has disrupted America at will via rampant ransomware, cybercrime, and 

election interference.  

https://www.law.cornell.edu/uscode/text/47/230
https://www.law.cornell.edu/uscode/text/47/230
https://www.eff.org/cyberspace-independence
https://www.internetsociety.org/internet-invariants-what-really-matters/
https://clintonwhitehouse4.archives.gov/WH/New/Commerce/
https://www.law.cornell.edu/uscode/text/47/230
https://observer.com/2008/11/tarnation-experts-agree-internet-like-wild-west-since-at-least-1994/
https://www.merriam-webster.com/dictionary/anarchism
https://www.merriam-webster.com/dictionary/amoralism
https://clintonwhitehouse4.archives.gov/WH/New/Commerce/summary.html
https://www.law.cornell.edu/uscode/text/47/230
https://www.independent.co.uk/news/world/americas/us-politics/fbi-china-espionage-chinese-technology-theft-christopher-wray-a9322806.html
https://www.independent.co.uk/news/world/americas/us-politics/fbi-china-espionage-chinese-technology-theft-christopher-wray-a9322806.html
https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/
https://www.justice.gov/opa/pr/justice-department-unveils-proposed-section-230-legislation
https://www.independent.co.uk/news/world/americas/us-politics/fbi-china-espionage-chinese-technology-theft-christopher-wray-a9322806.html
https://foreignpolicy.com/2012/07/09/nsa-chief-cybercrime-constitutes-the-greatest-transfer-of-wealth-in-history/#:~:text=NSA%20Chief%3A%20Cybercrime%20constitutes%20the%20%E2%80%9Cgreatest%20transfer%20of,top%20cyber%20warrior%20Gen.%20Keith%20Alexander%20said%20Monday.
http://abcnews.go.com/US/exclusive-25-million-affected-opm-hack-sources/story?id=32332731
https://www.businessinsider.com/fbi-director-china-has-hacked-every-big-us-company-2014-10
https://www.lawfareblog.com/countering-ransomware-threat-whole-government-effort
https://www.cisa.gov/uscert/ncas/current-activity/2022/04/20/russian-state-sponsored-and-criminal-cyber-threats-critical
https://www.cisa.gov/uscert/ncas/alerts/aa22-110a
https://www.fbi.gov/wanted/cyber/russian-interference-in-2016-u-s-elections


RUI Research Paper #10  March 7, 2023 

2 
 

 

Per the CDC, seventy thousand Americans have been killed annually by out-of-control fentanyl 

poisoning coming from rampant illegal foreign pharmacies online, via an unfettered fentanyl 

supply chain flowing from China through Mexican cartels who then sell through U.S. social media.   

By now most Americans have been victims of cyberattacks, cyberbullying, or cybercrime, because 

only .3% of cybercrimes are prosecuted. Warren Buffet calls cybercrime mankind’s #1 problem 

and cyberattacks a bigger threat than nuclear weapons. Americans most worry about cybercrimes.  

Online, no one and nothing in America is safe or secure because there are minimal market forces 

or government requirements to be safe and secure. That’s why the NSA, CIA, DOD, DOJ, DHS, 

OPM, White House, Google, Facebook,  Amazon, Apple, Microsoft, et al have all been hacked; 

and hackers can hack planes in flight, vehicles on the road, and ships at sea. U.S. unilateral 

surrender of its sovereign authority online has made America its own worst enemy for 27 years. 

America’s economy, commerce, and markets are more unhealthy, unfair, dishonest, 

unstable, and anti-competitive than before.     

At first, Congress expected Internet unaccountability policy to spur growth of Internet adoption 

and broadband infrastructure, which it did. However, it quickly descended to slower US. economic 

growth and less U.S. prosperity via parasitic accountability arbitrage business models. Comparing 

the pre-Internet period of 1960-2000 to the 2000-2020 Internet period, U.S. GDP’s average annual 

growth has fallen by ~half.  An online/offline accountability double standard is an unfair playing 

field that has manifested many monopolizations of what otherwise would be competitive markets.   

Internet unaccountable parasitic business models have also yielded extremely disproportionate 

commercial prosperity. From 2012-2021, the revenue growth of Amazon, Google, and Facebook, 

outpaced the other 497 companies in the Fortune 500, by 2,160%. The accountability arbitrage of 

the parasitic three enabled a massive revenue transfer from their parasite hosts. The parasitic three 

companies outgrew USGDP by 1,200%, which largely came at the expense of the other Fortune 

497 companies that lagged the U.S. economy by -42%, per BEA and Fortune 500 data.        

Internet unaccountability policy tolerates and encourages dishonesty and corruption online and 

serially has favored, fostered, and fomented a ~$10 trillion, systemic fraud factory, crime wave, 

and accountability-arbitrage racket: Enron fraud, WorldCom fraud, Dotcom crash, fiber fraud, 

Napster piracy, Grokster piracy, financial crisis fraud, cryptocurrency fraud, unicorn fraud, 

blockchain fraud, Non-Fungible Token fraud Robinhood fraud, Decentralized Finance fraud, 

Cryptocurrency crash, FTX fraud contagion, FTX crypto-crash, AI voice scams, etc. Internet 

policymakers can no longer ignore that unaccountable commerce/finance cause out-of-control, 

crime, fraud, and theft.    

America’s society is much less healthy and more dysfunctional and dystopian than before. 

Americans’ trust in honesty, truth, and elections has declined in this ‘Internet Upset Era.’ 

Americans’ average confidence in major U.S. institutions has fallen 33% from 2000-2021, per 

Gallup. Social media polarizes people, making Americans more politically polarized than ever. 

From 2000-2020, U.S. political partisanship has grown 160% per Pew Research. And the U.S. 

Constitution’s objectives are not flourishing as they did before. 

https://www.cdc.gov/nchs/pressroom/nchs_press_releases/2021/20211117.htm
https://pubmed.ncbi.nlm.nih.gov/36204508/
https://nypost.com/2023/02/18/tracking-fentanyls-deadly-path-china-to-mexico-to-america/
https://www.narcotics.com/fentanyl-on-social-media/
https://restoreusinstitute.org/the-problem/
https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/
https://rice-properties.com/qa/what-percentage-of-cyber-crimes-are-prosecuted.html
https://www.businessinsider.com/warren-buffett-cybersecurity-berkshire-hathaway-meeting-2017-5
https://news.gallup.com/poll/244676/cybercrimes-remain-worrisome-americans.aspx
https://www.nytimes.com/2017/11/12/us/nsa-shadow-brokers.html
https://www.wired.com/2015/10/hacker-who-broke-into-cia-director-john-brennan-email-tells-how-he-did-it/
http://securitynewsdesk.com/us-dod-website-hacked-by-is/
http://www.ibtimes.co.uk/us-department-justice-hacked-9000-dhs-employees-exposed-fbi-be-next-1542571
https://www.nbcnews.com/tech/tech-news/justice-homeland-security-probe-hack-dhs-fbi-employee-data-n514476
http://abcnews.go.com/US/exclusive-25-million-affected-opm-hack-sources/story?id=32332731
https://www.cnn.com/2015/04/07/politics/how-russians-hacked-the-wh/index.html
http://www.nytimes.com/2010/04/20/technology/20google.html
https://thehackernews.com/2016/03/hack-facebook-account.html
https://www.enterprisetech.com/2017/10/09/aws-cloud-hacked-bitcoin-miners/
http://bgr.com/2017/03/22/apple-iphone-and-icloud-accounts-hacked/
http://securityaffairs.co/wordpress/64403/data-breach/microsoft-vulnerabilities-db-hack.html
http://www.zdnet.com/article/richard-clarke-china-has-hacked-every-major-us-company/
https://www.npr.org/sections/alltechconsidered/2014/08/04/337794061/hacker-says-he-can-break-into-airplane-systems-using-in-flight-wi-fi
https://www.wsj.com/articles/hackers-show-they-can-take-control-of-moving-jeep-cherokee-1437522078
https://www.newsdeeply.com/oceans/articles/2018/02/05/hacked-at-sea-concerns-grow-over-lax-cybersecurity-for-ships-ports
https://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article=1048&context=stusch_lawrev
https://www.macrotrends.net/countries/USA/united-states/gdp-growth-rate
https://www.nytimes.com/interactive/2020/10/06/technology/house-antitrust-report-big-tech.html
https://fortune.com/fortune500/2022/search/
https://apps.bea.gov/iTable/iTable.cfm?reqid=19&step=2#reqid=19&step=2&isuri=1&1921=survey
https://d.docs.live.net/ece76b7d2669b20e/Documents/Institute/2012:%20http:/fortune.com/fortune500/2013/
https://www.investopedia.com/updates/enron-scandal-summary/
https://www.investopedia.com/terms/w/worldcom.asp
https://www.investopedia.com/terms/d/dotcom-bubble.asp
https://www.investopedia.com/terms/g/globalcrossing.asp
https://www.theguardian.com/music/2019/may/31/napster-twenty-years-music-revolution
https://www.theguardian.com/technology/2005/jun/27/newmedia.usnews
https://research.utexas.edu/showcase/articles/view/fraud-revealed-as-key-to-financial-crash
https://www.justice.gov/usao-sdny/pr/us-attorney-announces-historic-336-billion-cryptocurrency-seizure-and-conviction
https://www.businessinsider.com/weworks-nightmare-ipo
https://digitalcommons.bryant.edu/cisjou/28/
https://www.manhattanda.org/nft-scams-and-frauds/
https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
https://www.cnbc.com/2021/11/19/over-10-billion-lost-to-defi-scams-and-thefts-in-2021.html
https://www.nytimes.com/2022/05/12/technology/cryptocurrencies-crash-bitcoin.html?campaign_id=9&emc=edit_nn_20221117&instance_id=77783&nl=the-morning&regi_id=167754979&segment_id=113408&te=1&user_id=9cdb38709019f173de470427800c7153
https://www.crowdfundinsider.com/2022/11/198661-former-sec-counsel-on-ftx-failure-we-are-talking-about-fraud-with-a-capital-f/
https://www.cnbc.com/2022/11/22/bitcoin-btc-hits-2-year-low-as-ftx-collapse-contagion-fears-linger.html
https://www.washingtonpost.com/technology/2023/03/05/ai-voice-scam/
https://www.pewresearch.org/politics/2019/07/22/trust-and-distrust-in-america/
https://legalinsurrection.com/wp-content/uploads/2022/07/Gallup-Confidence-In-Institutions-July-2022.png
https://knightfoundation.org/reports/media-and-democracy/
https://www.pewresearch.org/fact-tank/2021/01/27/republicans-democrats-at-odds-over-social-media-companies-banning-trump/
file:///C:/Users/scott/Downloads/10-05-2017-Political-landscape-release-updt..pdf
https://constitution.congress.gov/constitution/preamble/
https://dcjournal.com/whats-causing-americas-widespread-worsening/
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America’s legal double standard of accountability offline, but none online, has proved to be a 

democracy destroyer and an extreme machine that incites polarization, division, hate, rage, and 

violence. Profit over people algorithms promote ‘anger’ five times more than ‘likes.’ These anger 

algorithms aided and abetted the incitement of America’s unpeaceful 2021 transfer of power. 

Social media fame also has incited a 300% increase in U.S. mass shootings from thirty-three 1982-

2002 to a hundred 2002-2022 per Statista. Mob morality now rules online. 

Adult church membership has plummeted by a third. Confidence in organized religion has 

plummeted by a quarter. Americans are addicted to Internet technology, and becoming more 

depressed,  lonely, and manipulated. The moral health of the family, marriage, parenting, and 

children is no longer flourishing. Now there is much less cultural concern for what is age-

inappropriate online -- confounding parents. Social media is addictive and causing teen depression, 

self-harm and suicides, especially for teenage girls per CDC data.  

Americans/minors live dehumanized with fewer rights, freedoms, and morals than before.  

U.S. Internet unaccountability policy dehumanizes Americans. It protects technology from harms, 

by prohibiting protection of people from technology harms. It grants technology impunity -- 

freedom to harm, control, and rule over people with no rights, recourse, or access to justice.  

Online people are not humans, citizens, or customers, they are dehumanized addicted ‘users.’ They 

are inanimate ‘data’ and ‘products,’ commercial chattel bought and sold with impunity by data 

brokers, without meaningful human consent, rights, protections, privacy, or security. They also 

are indentured Americans online, abandoned by their government as disenfranchised commercial 

captives of one-sided legal terms and indentures.  

They are no longer citizens with rights, privacy, or control of their identity, dignity, reputation, 

and security online. Minors are defenseless prey fed to online predators, and minimally protected 

as lab rats to surveil, test, addict, and depress, and lambs to abuse and traffic with impunity.  

The most corrupting, and endangering effect of U.S. Internet unaccountability policy may be how 

it holistically overturns how we all should interact with one another. Offline 92% of us embrace 

and follow the Golden Rule of ‘Treat others as you want to be treated’ that every major religion 

and ethical tradition believes in some form. Internet unaccountability policy is like a ‘Rotten Rule’ 

of ‘do whatever you want to others’ online, i.e., the unfettered freedom/impunity to harm others.  

Conclusions:  

1. Section 230 is an unmitigated National Nightmare and Digital Disaster, requiring repeal.  

Reason, and the evidence sample above, reveal Americans, minors, and America are much worse 

off than before Section 230 became law and official U.S. Internet policy in 1996.  

That’s because: America, Americans, and minors are much less secure, safe, and protected; our 

economy, commerce, and markets are more unhealthy, unfair, dishonest, unstable, and anti-

competitive; our society is much less healthy and more dysfunctional and dystopian; and 

individually we live more dehumanized with fewer rights, freedoms, and morals.  

This rotten reality requires repeal to mitigate the problems and harms Section 230 has caused.  

https://www.psychologytoday.com/us/blog/jacobs-staff/201805/is-social-media-destroying-democracy
https://www.ict.org.il/Article/1974/incitement-on-the-internet-the-threat-and-the-response#gsc.tab=0
https://www.pewresearch.org/fact-tank/2021/01/27/republicans-democrats-at-odds-over-social-media-companies-banning-trump/
https://politics.georgetown.edu/2019/10/23/new-poll-voters-find-political-divisions-so-bad-believe-u-s-is-two-thirds-of-the-way-to-edge-of-a-civil-war/
https://www.fbi.gov/news/pressrel/press-releases/fbi-releases-updated-2020-hate-crime-statistics
https://www.huffpost.com/entry/internet-rage-its-h8-the-web-mad-hulk_n_6841120
https://theconversation.com/incitement-to-violence-is-rarely-explicit-here-are-some-techniques-people-use-to-breed-hate-153585
https://thehill.com/policy/technology/578548-facebook-formula-gave-anger-five-times-weight-of-likes-documents-show/
https://www.scribd.com/podcast/607629593/The-Anger-Algorithm-Why-People-Are-Being-Attacked-Online-and-How-to-Protect-Yourself
https://www.scribd.com/podcast/607629593/The-Anger-Algorithm-Why-People-Are-Being-Attacked-Online-and-How-to-Protect-Yourself
https://www.nytimes.com/2021/01/06/us/politics/protesters-storm-capitol-hill-building.html
https://www.statista.com/statistics/476456/mass-shootings-in-the-us-by-shooter-s-race/#:~:text=Published%20by%20Statista%20Research%20Department%2C%20Sep%2027%2C%202022,in%2021%20mass%20shootings%2C%20and%20Latino%20in%2011.
https://www.chicagobusiness.com/retail/retailers-sound-alarm-organized-theft-states-warn-rise
https://en.wikipedia.org/wiki/Cancel_culture
https://news.gallup.com/poll/341963/church-membership-falls-below-majority-first-time.aspx
https://news.gallup.com/poll/259964/confidence-organized-religion-remains-low.aspx
https://www.pewresearch.org/fact-tank/2021/03/26/about-three-in-ten-u-s-adults-say-they-are-almost-constantly-online/
https://www.goodreads.com/book/show/55723020-dopamine-nation
https://www.therecoveryvillage.com/mental-health/america-is-lonely/#:~:text=The%20United%20States%20is%20experiencing%20a%20loneliness%20epidemic%2C,of%20Allentown%2C%20in%20the%20foothills%20of%20Eastern%20Pennsylvania.
https://www.thesocialdilemma.com/
https://cmda.org/wp-content/uploads/2020/06/Facts-about-Pornography-CMDA-2020.pdf
https://www.pewresearch.org/internet/2020/07/28/parenting-children-in-the-age-of-screens/
https://www.thesocialdilemma.com/
https://www.levylaw.com/blog/2022/august/social-media-linked-to-rising-teen-suicide-rates/
https://www.cdc.gov/nchhstp/newsroom/fact-sheets/healthy-youth/sadness-and-violence-among-teen-girls-and-LGBQ-youth-factsheet.html
https://www.law.cornell.edu/uscode/text/47/230
https://comparecamp.com/internet-addiction-statistics/
https://theconversation.com/if-its-free-online-you-are-the-product-95182
https://privacybee.com/blog/these-are-the-largest-data-brokers-in-america/
https://privacybee.com/blog/these-are-the-largest-data-brokers-in-america/
https://morningconsult.com/2022/01/26/tldr-act-terms-of-service-poll/
https://www.zdnet.com/article/americans-want-an-internet-bill-of-rights-to-protect-their-online-data/
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://www.census.gov/library/stories/2021/08/united-states-adult-population-grew-faster-than-nations-total-population-from-2010-to-2020.html
https://www.thesocialdilemma.com/
https://www.thesocialdilemma.com/
https://comparecamp.com/internet-addiction-statistics/
https://www.levylaw.com/blog/2022/august/social-media-linked-to-rising-teen-suicide-rates/
https://ojjdp.ojp.gov/programs/sexual-exploitation-children
https://www.deseret.com/faith/2022/3/21/22988040/how-the-golden-rule-brings-americans-together-do-unto-others-biology-evolution
https://en.wikipedia.org/wiki/Golden_Rule#:~:text=The%20Golden%20Rule%20is%20the%20principle%20of%20treating,some%20religions%2C%20although%20different%20religions%20treat%20it%20differently.
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2. Section 230’s extreme anti-government policy is extremely bad government.  

In 1996, Congress overwhelmingly made it U.S. policy that a new universal technology, and all 

its applications and companies should forever be “unfettered by Federal and State regulation,” 

i.e., above the law and not subject to the Constitution, governing authorities, rule-of-law, a duty of 

care, and other normal societal responsibilities/accountabilities.  

This has the government endorsing and modeling extreme governmental assumptions.  

It effectively asserts there is no good in government and never will be, in de facto assuming 

people have no sin nature, and that there are no enemies, criminals, attackers, terrorists, 

threats, or risks that warrant government protections, defenses, deterrents, and rights.  

It teaches the public to see the Government as the #1 problem facing America, as they do 

today, per a 2023 Gallup poll.   

It essentially teaches the American public to distrust our Federal, State, and local 

governments. No surprise U.S. public trust in Government has been consistently lower in 

the Internet Era than any other extended period in the last sixty years per Pew Research.  

It also puts all elected/appointed government officials and employees in the untenable 

position of ignoring their sworn oath of office …“to support and defend the Constitution 

of the United States against all enemies foreign and domestic…”  

Repealing Section 230 is the best way to restore good U.S. Internet policy and good government.  

3. Holistic technology/policy causes holistic problems, requiring a holistic solution -- repeal.  

A holistic all-purpose technology ungoverned by a holistic Internet unaccountability policy, 

naturally causes holistic Internet harms like those catalogued above, that in turn naturally require 

a symmetrical holistic solution to the problems/harms Section 230 has been causing broadly for 

27 years. The only symmetrical holistic solution is repeal of Section 230.  

Only repeal can restore what Congress unwittingly took away in 1996 Internet policy – 

sovereignty, constitutional authority, rule-of-law, duty of care, and access to justice over the U.S. 

Internet. Practically going forward that means: Same rules and rights offline/online. Illegal offline 

is illegal online. Equal justice under law. 

Only repeal enables Americans to go from not having, to having, rights, recourse, and access to 

justice online. U.S. policy would flip from protecting technology from people, to protecting people 

from technology, i.e., people primacy policy. Big tech and Internet technology would go from not 

being subject, to being subject, to rule-of-law and a duty-of-care like everyone else. Repeal keeps 

the Internet good (legal conduct) and fixes the Internet bad (illegal conduct.)   

***** 
Scott Cleland is Executive Director of the Restore Us Institute, an internet policy think tank and 

nonpartisan, faith-based nonprofit with a mission to restore internet accountability to protect people from 

online harm. Cleland was Deputy U.S. Coordinator for International Communication and Information 
Policy in the H.W. Bush Administration.  To learn more, visit www.RestoreUsInstitute.org.  

https://news.gallup.com/poll/468983/cite-gov-top-problem-inflation-ranks-second.aspx
https://www.pewresearch.org/politics/2022/06/06/public-trust-in-government-1958-2022/
https://www.law.cornell.edu/uscode/text/5/3331#:~:text=An%20individual%2C%20except%20the%20President%2C%20elected%20or%20appointed,office%20on%20which%20I%20am%20about%20to%20enter.
https://www.internetsociety.org/internet-invariants-what-really-matters/
https://www.law.cornell.edu/uscode/text/47/230
https://www.law.cornell.edu/uscode/text/47/230
http://www.restoreusinstitute.org/

